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1. Ὲ  ׃

֤Ҭ Ḥ ᴋῈ ԍ 2000 Ғ̆ҙ׆ԊԍḤ ῃᵣ ȁḤ ῃ

֟ └ȁ ֟ ̆ ῤ ⱬ ῃ֟ ȁ Ḥ ֟ ȁ ῃ Ⱶҍ ‗

ᶫ Ȃ 

Ὲ ѿ ᵬ ῃ Ḥ ῃᵬҹ֟ҙ Ȃ ҍ ̆Ὲ

ῃ ᵬ ̆ ῒ ȁ └ᵣ ȁ ₯ Ғҙ

Ȃᾢ ₮ԅ ȁ ȁ ῃḠ ȁ Ⱶ ῃⱴ

ѿ ↓ ῃ֟ ̆ ῤ ⱬ ῃ֟ ȁҺ ῃ֟ ȁ ῃ Ⱶҍ ‗

ᶫ ̆ҹ Ḥ ῃԊҙẠ₮ԅ Ȃ 

̆Ὲ ҹ ҍ Ὲ ף ᵬ ᵝ̆ ᾢ ҍԅ ֟ҙ

ȁ ֤ Ȃ2007 ҹҬ Ḥ ӊѿȂ2009 ҍԅ

‰GB/T 24856̇ 2009ȇḤ ῃ  Ḥ Ḡ ῃ Ȉ └ Ȃ 

Ὲ ֟ȁ ȁ ̆ҍ ֤֜ ȁ ֤ ҙ ῍ Ῑ

̆ ҹ Ḥ ῃҒҙֲ ӞᶏῈ ΐ ԅ Ữ Ȃ 

Ὲ Ҍ ֟ Ⱶ ⱬ̆ⱴ ᵣ ̆ ̆

Ⱶ ̆ 800 ҩ ᵝ ҉҆ Ⱶ ԅ ῃⱴ Ȃ 

Ὲ ׂ ⱬԍ Ḡ ֟ ᶫȂҌ ₮ Ḡ ‰ ῃ֟ ̆

ῃⱬҹ Ḥ ῃԊҙẠ₮ Ȃ 
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2. ῃ ‗  

2.1  ῃ  

Ḥ Ҍ ҍ ╠ Ⱶ ⱬ ̆Ḥ ҹ ף ⱬ

̆ ̆Ḥ Ḡ ȁḤ ẫ ῏Ӎ ȁ ῐ Ԋ̕Ḡ Ḥ

ῃ Һ ȁ ȁ ȁ ȁ ᴪ ῃ Ὲ Ḡ Ḡ Ȃ 

≢ ᴪḤ ῃ ⱴ ̆ԑ ҹֲױ ᵬ Ҍ

№Ȃ ȇ 20 Ҭ ԑ ’ Ȉ ̆Ҭ ⌠ԅ 1.62 ַ̆

ҹԅῃ ԋ Ȃ ῏ȁᴑԊҙ ҹԅ ᴪ ̆

̆ ᴪ ̆Ӟ Ȃȇ Ḥ ῏ԍ Ⱶ

ȈҬ ̆ ľ ԓĿḤ Ғ ⅞ Ⱶᵬҹ Ḥ ῤ Ȃ

ҩľ ԓĿ Ҭ׆̆ ⌠ ̆ ҉ץ60% ҙⱵ ҉ץ30% ᴑҙ Ὲᴧ

ⱲῈҙⱵ҉ Ȃ ̆ Ҭ ₮ ᵬҬ ҹ ̆

ᵣ̆Ӟ Ȃ 

̆ ԍ ԍԑ ѿҩ Ҭ̆

₮Ҍ ̆ ף ҉ ̆ ῀᷅ ῃԊᴆ

ȂῒҬ̆ ץ ҹ ⱷ̆ ῒ ᵬҹѿ ȁ ץ

̆ѿ ̆ Ҥ ̆ ᴪ Ȃ 2009 ∆

Ҭ ̂ CNCERT/CC̃ ̆ ԑ ̆

ῃ ₮̆ ₯̆ ҹ ╠ ҹҤ ῃ ȂץҊ CNCERT/CC

2008 ҉ ῤ ̆ 1 - 7 ῤֽ

41,000 ҩ̆ 200ҩ ̆ ѿҩ ֲ Ȃ 
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̔2008 1-7 Ҭ ῤ ’ 

2009 8 1 31 ѿҩ ῤ̆ 3 ̆ῒҬ gov.cn

299ҩȂ Ҋ ̔  

 

̔2009 8 Ҭ ῤ ’ 

2010 1 19 C̆NCERT/CC ׆̔ 2010 1 4 ⌠ 1 10 6

̆ ῤ 178ҩȂ Ḥ ̔ ╠ ̆

₯̆ ῃⱴ Ȃ 

҉ ̆ԑ ᵬҹ ȁᴑҙ Ⱶȁᴑҙ

Ⱶ ̆ῒ ῃ ῏ ᴑҙ ̆ ҉‗ ԅ Ⱶ Ⱶ

Ȃ ῒ ̆ ᵬҹѿ ȁ ץ ȁ ̆

ѿ ̆ Ҥ ̆ ᴪ Ȃ Ԋᴆ

Ԋᴆ̆Ҥ ῃ ֲ ≠ Ȃ ᵣ ̆ ῃ ҍῒל Ҍ ̆ῒ ῃ

╠ ₮Ȃ 
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2.2  ῃ №  

Ҋץ Ҋ₃ҩץ׆ ῃ № ̔ 

1ȁ ᵬ ̔ 

ᵬ ҉Һ Ҍ ῃ ̆ ₮ȁ ₮ Ȃ

ԍ Ⱶ ᵬ Ҍ ᾧ buğ ῃ buğ Ҍ

ῃ ᾧ ̆ ѿ ῤ⁞ ᵞ Ȃ 

ῒ ᵬ ҉ ѿҩҺ ԍ ף ῀᷅ Ȃ 

2ȁ ̔ 

ҹ ̆ ԅ ̆ WWWⱵ Ҭ ῃ ̆WEB

Ҭ ῃ ץ ҹ ₯ ≠ Ȃ 

3ȁ ̔ 

҉ ҳ Һ ῃ└ ӎ̆ ῃ└ Ҍⱬ̆ ѿ ῃ

ȁ ѿ Ҭ ȁ ѿ Ҭ Ȃ 

2.3  ₯ №  

Web ҹү ̆ ѿ ̆ ₯ Ӟ ̆

ѿ֓ ҹ ₯ Ȃᶛ ̔ ȁ Ḥ ȁSQL ῀ ₯ȁ

₯ȁ Ⱶ ₯ȁ Ȃ 

ץ Web ₯ҹᶛ̆῍№ҹң ̔ѿ ≠ Web Ⱶ ₯̆ ‖ ₮

₯ȁ ₯̕ԋ ≠ ῃ ₯̆ SQL ῀ ₯ȁ

₯ Ȃ 

 Һ Ҋ₃ץ ̔ 

ף .1 ₯̔≠ ȁ ȁ ᴆ ף ̆ ̕ ľ

Ŀ Һ ᴰ ף Ȃ 
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2. ‖ ₮ ₯̔≠ ̆ᶏ ‖ ₮ ׆̆ ᴋ ḱ

ῤ ̆ Ḥ Ȃ 

3. XSS ₯̆ ₯̔ ₯ ̆ ҹ CGI

֜ Ҭ HTMLף Ȃ ₯ Web ῀ html

ף ̆ ӊ ̆ ῀ῒҬ Web html ף ᴪ ׆̆ ⌠

Ȃ 

4. SQL ῀ ₯̔ ╠ ᶏ WEB ̂ASPȁPHPȁJSP ̃+

̂MSSQLȁOracleȁMySQL ̃ ̆ WEB SQL ῀

Ȃ SQL ῀ ₯ ԍ ҌҤ Ⱶ SQL Ȃפ ԍ

₯ ̆ ≠ץ Ḥ ȁḱ Ḥ ׆̆ ᴋ ḱ ̆

⌠ Ȃ ץ Ữ ActiveX ꜚ

ᴋ פ ׆̆ ῃ └ Ȃp SQL ῀ ₯ ₯ Ҍ ᶭ

Ҁ ῃ ̂ ῃ ̃ ‗ Ȃ 

5. Ⱶ ₯ ≠̔ ׆̆ Ҍ⌠ Ⱶ Ȃ 

Һ ԍ ᵣ ῃ ̆ ӎ ̆ ⌠

̆ᵖ ῃ ׆̆ ⌠ Ȃ 

 ╠̆ ᵥ ‗ ₯̆Ḡ Ҍ ̆ ҹḤ ѿҩ╠ Ȃ 
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3. ֟  

֤Ҭ Ḥ ᴋῈ Ḥ ῃ Ḡ ῃ Ҭ

ľ Ŀᵬҹ ῤ ̆ Ḥ ῃ Ḡ ῏ ‰ ⱳľHuaTech

ĿȂ 

֟ ѿ ₮̆ ῃҺ ᵝ ̆ᾢ ᶏ ̆

ľ ֤ ⱵḤ ῃ 2008 ᵬ ᵝĿ ̆ ҍ Ḡ ῒ

ῃḠ ᵬȂ 

Ὲ ľHuaTech Ŀ ȁ ᴆ ֟ ̆ ԅ׆ ᵬ ⌠

ῃ ľ Ŀ ꜚҺץ̆ ᵣ ᵬҹ ̆ ԅ SQL ῀ ₯ȁ

₯ȁ WEB Ⱶ ȁ ȁ ₯ ₯ȂḠ ԅ Ҍ ₯ȁ

Ȃ 

₃ ꜜⱬ̆Ὲ ₡Ṣ ѿ Ғҙ Ⱶ ԅ ҍḤ ̆֟

῏ ῏ᴑԊҙ ᵝ ⌠ԅ ̆ ⌠ ȁ Ⱶȁ ῏ȁῈ ȁ ȁ

ῃȁ ҙ Ȃ 

3.1   

ԍWeb ҍ ⱬ ᴨ̆ל ⌠ ԍWeb

҉Ȃᵖ ӊ ῃ ̆ Web Һ ȁ ȁ

₯Ȃҹԅ Web Ⱶ ₯̆ Ҋ ᵣ

̔ ⱴ ȁ҉ ̆ ҍḤ Ҋ ̔ 

 

3- 1 Web ῃ  
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҉ץ ̆ ץ ⅞№ҹ Ҋңҩ ̔ ⱴ ȁ҉ Ȃ

ᵣ ⱳ Ҋ̔ 

3.1.1 ⱴ  

ץ (1) Ḥ ҹ ̆ └ҹ  

₃ ̆ Ḥ + Ȃ Ḥ ̔ ᾢ ѿҩḤᴋ ̆Ῥ ѿ

Ḥᴋ Ḥᴋ׆̆ ⌠ ᴆ ȁ⌠ ᵬ ȁῬ⌠ ̆ѿ ѿ ̆ѿ Ḥᴋѿ ̆

Ḥᴋ ⌠ ҩ ׆̆ Ḡ ҩ ḤȂ Ḥ ҹḠ Ḥ

ῃ ᶫ Ȃ 

HuaTech ץ Ḥ ҹ ̆ └ҹ ̆ Ҍ

ᵬ ╠ Ҋ̆ ѿף ῃ ᵬ ȂHuaTech ץ Ḥ ҹ ̆

ᵬ ̆ ף ̆ ᶏ

̆ ȁ ȁ ₯ ף ᷅ ץ̕ └ҹ ̆ Ⱶ

Ḥ ῃ ̆ └̆ ῤ Ḡ Ḥ ̆ ᴋᵥ

ḱ ҹ̆׆ Ḡ ῤ Ҍ Ȃ 

(2) ᵬ ῃ ῃ 

ץ Ḥ ҹ ̆ └ҹ ῃ ᵬ ̆ Ḡ ῃȂ

ῃ ῃ └ ԑ ȁ ԑ ̆ᴋᵥѿҩ ₮ ̆ Ҥ ⌠

ῃȂḤ Ҭ ᵬ ῃ ҩḤ ῃ ῏ ᵬ ̔ ᵬ

ῃ̆ ȁ ȁ ₯ ף ᴪ ᵬ ̆ᶏḤ ᵣ

ᵬ̕ ᵬ ῃ̆Ḥ Ҭ ꜚ Ḥ ᴪ ̕ ᵬ

ῃ̆Ḥ ῃ └ ̕ ᵬ ῃ̆Ḥ Ҭ

ᴪ Ȃ ̆ ᵬ ῃ ῃ̆ ᵬ TCB Ḥ

TCB ̆ ҉ ҩḤ ῃȂ 

3.1.2 ҉  

Ҋ ̆҉ www Ⱶ ῃ ⱳ Ȃ http www

Ⱶ ӊ╠̆ ̆ ҍ ↕ Ҭ ̆ ₯

↕̆ҡ ̆ ↕ ԇ Ȃ ץ SQL ῀ȁ ₯Ȃ 
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3-1-2 ᵬ  

3.2  ᵣ  

 HuaTech ᴆ ᴆ ῍ ̆ ᵬ ῃⱴ ȁ

ȁ ₯ ѿ ῃ ҩ №ȂῒҬ ῃⱴ

ҹ ᴆ ̆ ₯ ѿҩ ᴆ ῃⱴ ᵬ

Ȃ 

 HuaTech Һ ԅ ף Һꜚ ȁ ȁ

ȁ Ⱶ ᵬ Ḡ ȁ └ȁ Ḥף ȁ Ḡ ȁ Ⱶ

ΏḠ └ȁ SQL ῀ ₯ȁ ₯ȁ Ⱶ ₯ȁ ȁ

ⱳ ץ̆ ῀᷅ȁ ף ȁ ׆̆ Ḡ Ⱶ ῃȂ 

 ԅ B/S ̆ ץ WEB ѿ ᵬ̆ᶏ

ᵬ ḂȂ 

 

3- 2 HuaTech ⱳ №  
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3.3   

HuaTech ̆ ᾢ ѿ ῃ ̆ᵬҹ Ҭ ̆ῒ

ᴆ Ҋ ῒ̕ Ⱶ ҉ ᵬ ῃⱴ ̆

ѿ ῃ Ύ ̆ ѿ ῃ Ҋ ҉ ѿ

ῃ ̕ ҍ WEB Ⱶ ӊ ץ ₯ ̆ ԍ ԍ

Web Ⱶ ₯ ̆ ₯ ҉ ѿ ῃ Ȃ 

 

3- 3 HuaTech  

3.4   

ᵬ ̔WindowsȁLinuxȁUnix̂IBM-AIXȁSun-Solaris̃  Ȃ 
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4. ⱳ ׃  

4.1  Ḥ  

HuaTech ᶫ ⱳ Ȃ ץ Ḡ

Ҭ ׆̆ Ȃ Ḡ

ꜚ Ḥ ̆ Ҍ ꜚȂ ꜚ╠̆HuaTech

Ҭ ᴪ ῏ ̆ ṿѿ ╠

Ҋ̆ ᾛ ꜚ̆ ↕ ῒ Ȃ ᶏ Ҭ ѿ ̆

ԍῒҌῬ Ḥ̆HuaTech ῒ ׆̆ ԅ ף ᴰ ̆ ᵞ

ԅ Ⱶ ᵬ Ȃ ԍ҉ ῃ └̆HuaTech ԅ

Ⱶ ԍ ȁ ȁ ₯ ף ᾧ Ȃ 

4.2  └ 

HuaTech ᶫԅ ֽ̆ᾛ Ⱶ ҉ Ȃ

Ҥ └ ҹ̆ Ⱶ ҉ Ȃ 

4.3  Ḥף  

Ḥף ҳ ȁ ץ ḱ ȁ − Ȃ HuaTech

ᶫԅ ԍ Ḥף Ḡ ̆ ᴋᵥ ḱ ҹ̆Ḡ Ḥף

Ҍ Ȃ 

4.4  Ḡ  

HuaTech ԍҺꜚ ᵣ ̆ ≠ ף҈ ᴆ ꜚ ̆ ᴆҍ

ᵬ ῤ ԑᶭ ̆ Ḡ WEB ̆ Ḡ ᴋᵥ ᵬ̆׆

Ḡ Ҍ ׆̆ ҉ ҹȂ  

ԍ Ⱶ Ҭ Ӟ ץ Ḡ ̆ ֓ Ȃ 
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4.5  SQL ῀ ₯ 

 HuaTech ₯ URL ̆ SQL ῀῏

׆̆ ᾧ Ⱶ ⌠ SQL ῀ ₯Ȃ 

4.6  ₯ 

 HuaTech ₯ ᾢ ↕ ̆ ‰ץ

Ҭ ₯ ῏ ׆̆ Ḡ WEB Ⱶ ῃȂ 

4.7  SSL ⱳ  

 ׂ̆ № ῃ ᶏ HTTPS Ḡ Ḥ Ḡ Ȃ ̆SSL ԅ ⌠ ⱴ

̆ ꜚ ֟ Ҍ Ȃҹԅ ̆HuaTech

₯ ץ SSL ῃ ̆ Ḃץ̆ Ȃ 

4.8  Ⱶ ₯ 

HuaTech ₯ ᶫ Ⱶ ₯ⱳ ̆ └ TCP

└ Ⱶ ₯ Ⱶ Ȃ 

4.9  ⱳ  

HuaTech ₯ ᶫ ⱳ ׆̆

Ȃң ᴆ ῏№ҹҺ ׆ ̆ Һ ᵬ ׆̆ ԍ Һ ᵬ ̆

ῤ Ḡ ᵬ Һ Ȃ Һ Ҍ ⱬ ᵬ ׆̆

Һ ᵬ̆ Ȃ Һ ῀ ̆Һ

ῤ Ḡ ᵬ̆׆ ↕℗ ҹ ̆ ᶶ Һ Ȃ 
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4.10  

 ₯ȁ ץꜚ Ⱶ ḱ ҹ̆ ᴪ

Ḥ ֟ ̆ ῃԊᴆ Һᵣȁ ᵣȁ ȁ ῤ Ȃ ҉

̆ ѿ ̆ ᶫ № ȁ ỮḠ Ȃ ץ

Ạ Ȃ 

4.11 Ⱶ Ҭ  

HuaTech ᶫԅ ѿ ῃ ̆ᵬҹ Ⱶ Ҭ ̆ Ҭ

Ⱶ ѿ ȁ ѿ ̆ Ḥ ѿ Ữȁ ѿ№ ̆ ᵣ

ῃ ̆ Ḡ Ⱶ ῃȂ ѿ ῃ ץ Ҭ

ᴆ ₯ ̆ῒⱳ ̔ ᴆ Ҋ ȁ ᴆ ȁ ᴆ

₯ Ȃ 
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5. HuaTech  

5.1 ԓ ᵲ Ὺ Ὴꜘ  

 Ⱶ ῃⱴ ᵬ ԍ ᵬ ῤ ̆ ᵬ Ҭ ꜚ ꜚ ῃ

ꜚ ҉ ꜚ Ḡ ׆̆ ԅ ̆ ԅ ῃ Ȃ Ҭ

ᴆḠ ȁ └ ῃ ׆ ᵬ ῤ Ȃ ᴆ Ҭ ᾢ ῏

ῃḠ Ȃ ῃ ᵬ ѿ ⱴ ̆ ῃ ̆ ῃ └

Ȃ Ҋ ̔ 

 

5.1ᾢ ῤ ⱴ  

֟ ҍ҉ ῏ ῃ ԅҹ ᴆ ᶫ └ └ȁץ

ץ ῏ ғ ҹ῏ └ Ḡ ̆Ạ⌠ľ

ᵣ ĿȂ Ҭ Ⱶ ̆ ῤ ᴨ ̆ ԅ

ᵬ ץ ẫ Ȃ 

5.2 Ḫ Ḫ  

HuaTech Ḥ ̆ ᵬ ȁ ף └ Ҭ̆

Ҋѿ ף ⱴץ ̆ Ḥ ᴰ ѿҩ ῃ Ḥ

Ȃ ∞ ̕

∞ Ḥ ̆ Ҍ ꜚȂ ᶏ Ҭ ѿ












