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1. Ὠ Ӯ 

ӏѐא ᶕ ֗Ὠ ұ 2000 ӂнӱҮұᶕ ὤᴇ ȁᶕ ὤ

ӊ ⁸ȁ ӊ ̆ ᾃ ╒ ὤӊ ȁ ᶕ ӊ ȁ ὤ ╘б ᾱ

ᵏ Ȃ 

Ὠ У ᴐ ὤ ᶕ ὤᴐѝӊн Ȃ б ̆Ὠ

ὤ ᴐ ̆ ὲ ȁ ⁸ᴇ ȁ   жн

ȂἼ  ҩ ȁ ȁ ὤᶑ ȁ ╘ ὤ╗

У ‟ ὤӊ ̆ ᾃ ╒ ὤӊ ȁў ὤӊ ȁ ὤ ╘б ᾱ

ᵏ ̆ѝ ᶕ ὤҮнṁ ҩ Ȃ 

̆Ὠ ѝ б Ὠ Ԇ ᴐ ᴁ̆ Ἴ бҩ ӊнע

ȁאӏ Ȃ2007 ѝѐ ᶕ ѮУȂ2009 бҩ

ῆȇᶕ ὤ  ᶕ ᶑ ὤ Ȉ ⁸ Ȃ 

Ὠ ӊȁ ȁ ̆бאӏӇ ȁאӏ н Ὥ ί

̆ ѝ ᶕ ὤжнӝ ҂ᴳὨ έ ҩ ẏ Ȃ 

Ὠ а ӊ ╘ ╒̆╗ ᴇ ̆ ︠ ̆

╘ ̆ 800 э ᴁ ЭЪ ╘ ҩ ὤ╗ Ȃ 

Ὠ ӭ ╒ұ ᶑ ӊ ᵏȂа   ᶑ ῆ ὤӊ ̆

ὤ╒ѝ ᶕ ὤҮнṁ  Ȃ 
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2. ὤ ᾱ  

2.1  ὤ  

ᶕ ע а б ₥ ╘ ╒ ̆ᶕ ѝ Ԇ ╒

̆ ̆ᶕ ᶑ ȁᶕ ע Ṍ Ὧѱ ȁ ὰ Ү̕ᶑ ᶕ

ὤ ў ȁ ȁ ȁ ȁ ֶ ὤ Ὠ ᶑ ᶑ Ȃ 

⁞ ֶᶕ ע ὤ ╗ ̆ҵ ѝӝԏ ᴐ а

‍Ȃ ȇ 20 ѐ ҵ ᾳ Ȉ ̆ѐ ⁮ҩ 1.62 Ӣ̆

ѝҩὤ ү Ȃ Ὧȁ֝Үн ѝҩ ֶ ̆

̆ ֶ ̆҂ Ȃȇ ᶕ ע Ὧұ ╘

Ȉѐ ̆ ľ︠ҷĿᶕ жע ‚ ╘ᴐѝ ᶕ ע ᾃ Ȃ

эľ︠ҷĿ ̆ӱѐ ⁮ ̆ 60%ԈЭ н╘ 30%ԈЭ ֝н Ὠֳ

╕Ὠн╘Э Ȃ ̆ ѐ   ע ᴐѐ ѝ ̆

ᴇ̆҂ Ȃ 

̆ ұ ұҵ Уэ ѐ̆

 а ̆ Ԇ Э ̆ ὡᵩ ὤҮ֒

Ȃὲѐ̆ Ԉ ѝ ╚̆ ὲ ᴐѝУ ȁ Ԉ

̆У ̆ ш ̆ ֶ Ȃ 2009 ‫

ѐ ̂ CNCERT/CC̃ ̆ ҵ ̆

ὤ  ̆  ̆ ѝ ₥ ѝш ὤ ȂԈЮ CNCERT/CC

2008 Э ᾃ ̆ 1 - 7 ᾃӨ

41,000 э̆ 200э ̆ Уэ ӝ Ȃ 
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̔2008 1-7 ѐ ᾃ ᾳ 

2009 8 1 31 Уэ ᾃ̆ 3︢ ̆ὲѐ שּ gov.cn

299эȂ Ю ̔  

 

̔2009 8 ѐ ᾃ ᾳ 

2010 1 19 C̆NCERT/CC ̔ӱ 2010 1 4 ⁮ 1 10 6

̆ ᾃ 178эȂ ᶕ ̔ ₥ ̆

 ̆ ὤ╗ Ȃ 

Э ̆ҵ ᴐѝ ȁ֝н ╘ȁ֝н

╘ ̆ὲ ὤ Ὧ ֝н ̆ Эᾱ ҩ ╘ ╘

Ȃ ὲ ̆ ᴐѝУ ȁ Ԉ ȁ ̆

У ̆ ш ̆ ֶ Ȃ Ү֒

Ү֒̆ш ὤ ӝ ‾ Ȃ ᴇ ̆ ὤ □бὲ а רּ ̆ὲ ὤ

₥  Ȃ 
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2.2  ὤ ‍  

ԈЮ ӱԈЮΰэ ὤ ‍ ̔ 

1ȁ ᴐ ̔ 

ᴐ Эў а ὤ ̆ꜛ  ȁ   Ȃ

ұ ╘ ᴐ а ὁ buğ ꜛ ὤ buğ а

ὤ ὁ ̆ У ᾃ῏ ᴂ Ȃ 

ὲ ᴐ Э Уэў ұ Ԇ ὡᵩ Ȃ 

2ȁ ̔ 

ѝ ̆ꜛ ҩ ̆ WWW╘ ѐ ὤ ̆WEB

ѐ ὤ Ԉ ѝ   ‾ Ȃ 

3ȁ ̔ 

Э ї ў ꜛ ὤ⁸ Ѳ̆ ὤ⁸ а╒̆ У ὤ

ȁ У ѐ ȁ У ѐ Ȃ 

2.3    ‍  

Web ѝѓ ̆ У ̆   ҂ ̆

УҾ ѝ   Ȃᴿ ̔ ȁ ᶕ ȁSQL ὡ  ȁ

 ȁ ╘  ȁ Ȃ 

Ԉ Web  ѝᴿ̆Ὥ‍ѝч ̔У ‾ Web ╘  ̆ ᾰּש  

 ȁ  ̕ү ‾ ὤ  ̆ SQL ὡ  ȁ

  Ȃ 

 ў ԈЮΰ ̔ 

1. Ԇ  ̔‾ ȁ ȁ ֒ Ԇ ̆ ̕ ľ

Ŀ ў ּ Ԇ Ȃ 
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2. ᾰּש    ̔‾ ̆ᴳ ᾰּש   ̆ӱ ֗ ᶢ

ᾃ ̆ ᶕ Ȃ 

3. XSS  ̆  ̔   ̆ ѝ CGI

Ӈ ѐ HTMLԆ Ȃ   Web ὡ html

Ԇ ̆ Ѯ ̆ ὡὲѐ Web html Ԇ ֶ ̆ӱ ⁮

Ȃ 

4. SQL ὡ  ̔ ₥ ᴳ WEB ̂ASPȁPHPȁJSP ̃+

̂MSSQLȁOracleȁMySQL ̃ ̆ WEB SQL ὡ

Ȃ SQL ὡ   ұ аш ╘ SQL ԇȂ ұ

  ̆ Ԉ‾ ᶕ ȁᶢ ᶕ ̆ӱ ֗ ᶢ ̆

⁮ Ȃ Ԉ ẏ ActiveX ╟

֗ ԇ ӱ̆ ὤ ⁸ Ȃת SQL ὡ     а ᵑ

Ф ὤ ̂ ὤ ̃ ᾱ Ȃ 

5. ╘   ‾̔ ӱ̆ а⁮ ╘ Ȃ 

ў ұ ᴇ ὤ ̆ Ѳ ̆ ⁮

ת̆ ὤ ̆ӱ ⁮ Ȃ 

 ₥̆ ᴉ ᾱ  ̆ᶑ а ̆ ѝᶕ Уэ₥ Ȃ 
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3. ӊ  

ӏѐא ᶕ ֗Ὠ ᶕ ὤ ᶑ ὤ ѐ

ľ Ŀᴐѝ ᾃ ̆ ᶕ ὤ ᶑ Ὧ ῆ ╖ľHuaTech

ĿȂ 

ӊ У  ̆ ὤў ᴁ ̆Ἴ ᴳ ̆

ľאӏ ╘ᶕ ὤ 2008 ᴐ ᴁĿ ̆ б ᶑ ὲ

ὤᶑ ᴐȂ 

Ὠ ľHuaTech Ŀ ȁ ֒ ӊ ̆ ҩӱ ᴐ ⁮

ὤ ľ Ŀ ̆Ԉў╟ ᴇ ᴐѝ ̆ ҩ SQL ὡ  ȁ

 ȁ WEB ╘ ȁ ȁ    Ȃᶑ ҩ а  ȁ

Ȃ 

ΰ ╡╒̆Ὠ ῲḆ У жн ╘ ҩ бᶕ ̆ӊ

Ὧ Ὧ֝Үн ᴁ ⁮ҩ ̆ ⁮ ȁ ╘ȁ ὯȁὨ ȁ ȁ

ὤȁּת н Ȃ 

3.1   

ұWeb б ╒ ִ□̆ ⁮ ұWeb

ЭȂת Ѯ ὤ ̆ Web ў ȁ ȁ

 Ȃѝҩ Web ╘  ̆ Ю ᴇ

̔ ╗ ȁЭ ̆ бᶕ Ю ̔ 

 

3- 1 Web ὤ  

 



 

 

-7- 

ԈЭ ̆ Ԉ ‚‍ѝ Ючэ ̔ ╗ ȁЭ Ȃ

ᴇ ╖ Ю̔ 

3.1.1 ╗  

(1) Ԉ ᶕ ѝ ̆ ⁸ѝ  

ΰ ̆ ᶕ ▲ Ȃ ᶕ ̔ Ἴ Уэᶕ֗ ̆ᾋ У

ᶕ֗ ̆ӱᶕ֗ ⁮ ֒ ȁ⁮ ᴐ ȁᾋ⁮ ̆У У ̆У ᶕ֗У ̆

ᶕ֗ ⁮ э ̆ӱ ᶑ э ᶕȂ ᶕ ѝᶑ ᶕ

ὤ ᵏ Ȃ 

HuaTech Ԉ ᶕ ѝ ̆ ⁸ѝ ̆ а

ᴐ ₥ Ю̆ УԆ ὤ ᴐ ȂHuaTech Ԉ ᶕ ѝ ̆

ᴐ ̆ Ԇ ̆ ᴳ

̆ ȁ ȁ   Ԇ ᵩ ̕Ԉ ⁸ѝ ̆ ╘

ᶕ ὤ ̆ ⁸̆ ᾃ ᶑ ᶕ ̆ ֗ᴉ

ᶢ ѝ̆ӱ ᶑ ᾃ а Ȃ 

(2) ᴐ ὤ ὤ 

Ԉ ᶕ ѝ ̆ ⁸ѝ ὤ ᴐ ̆ ᶑ ὤȂ

ὤ ὤ ⁸ ҵ ȁ ҵ ̆֗ᴉУэ   ̆ ш ⁮

ὤȂᶕ ѐ ᴐ ὤ эᶕ ὤ Ὧ ᴐ ̔ ᴐ

ὤ̆ ȁ ȁ   Ԇ ֶ ᴐ ̆ᴳᶕ ᴇ

ᴐ̕ ᴐ ὤ̆ᶕ ѐ ╟ ᶕ ֶ ̕ ᴐ

ὤ̆ᶕ ὤ ⁸ ̕ ᴐ ὤ̆ᶕ ѐ

ֶ Ȃ ̆ ᴐ ὤ ὤ̆ ᴐ TCB ᶕ

TCB ̆ Э эᶕ ὤȂ 

3.1.2 Э  

Ю ̆Э www ╘ ὤ ╖ Ȃ http www

╘ Ѯ₥̆ ̆ б ‡ ѐ רּ ̆  

‡̆х ̆ ‡ ҫ Ȃ Ԉ SQL ὡȁ  Ȃ 
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3-1-2 ᴐ  

3.2  ᴇ  

 HuaTech ֒ ֒ Ὥ ̆ꜛ ᴐ ὤ╗ ȁ

ȁ   У ὤ э ‍Ȃὲѐ ὤ╗

ѝ ֒ ̆   Уэ ֒ ὤ╗ ᴐ

Ȃ 

 HuaTech ў ҩ Ԇ ў╟ ȁ ȁ

ȁ ╘ ᴐ ᶑ ȁ ⁸ȁ ᶕԆ ȁ ᶑ ȁ ╘

ᾗᶑ ⁸ȁ SQL ὡ  ȁ  ȁ ╘  ȁ ȁ

╖ ̆Ԉ ὡᵩȁ Ԇ ȁ ̆ӱ ᶑ ╘ ὤȂ 

 ҩ B/S ̆ Ԉ WEB У ᴐ̆ᴳ

ᴐ ᵳȂ 

 

3- 2 HuaTech ╖ ‍  
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3.3   

HuaTech ̆ Ἴ У ὤ ̆ᴐѝ ѐ ̆ὲ

֒ Ю ὲ̕ ╘ Э ᴐ ὤ╗ ̆

У ὤ ᾊ ̆ У ὤ Ю Э У

ὤ ̕ б WEB ╘ Ѯ Ԉ   ̆ ұ ұ

Web ╘   ̆   Э У ὤ Ȃ 

 

3- 3 HuaTech  

3.4   

ᴐ ̔WindowsȁLinuxȁUnix̂IBM-AIXȁSun-Solaris̃  Ȃ 
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4. ╖ Ӯ  

4.1  ᶕ  

HuaTech ᵏ ╖ Ȃ Ԉ ᶑ

ѐ ̆ӱ Ȃ ᶑ

╟ ᶕ ̆ а ╟Ȃ ╟₥̆HuaTech

ѐ ֶ Ὧ ̆ ḣУ ₥

Ю̆ ἵ ╟̆ ‡ ὲ Ȃ ᴳ ѐ У ̆

ұὲаᾋ ᶕ̆HuaTech ὲ ̆ӱ ҩ Ԇ ּ ̆ ᴂ

ҩ ╘ ᴐ Ȃ ұЭ ὤ ⁸̆HuaTech ҩ

╘ ұ ȁ ȁ   Ԇ ὁ Ȃ 

4.2  ⁸ 

HuaTech ᵏҩ ̆Өἵ ╘ Э Ȃ

ш ⁸ ѝ̆ ╘ Э Ȃ 

4.3  ᶕԆ  

ᶕԆ ї ȁ Ԉ ᶢ ȁ ‮ Ȃ HuaTech

ᵏҩ ұ ᶕԆ ᶑ ̆ ֗ᴉ ᶢ ѝ̆ᶑ ᶕԆ

а Ȃ 

4.4  ᶑ  

HuaTech ұў╟ ᴇ ̆ ‾ ЬԆ ֒ ╟ ̆ ֒б

ᴐ ᾃ ҵᵑ ̆ ᶑ WEB ̆ ᶑ ֗ᴉ ᴐ̆ӱ

ᶑ а ̆ӱ Э ѝȂ  

ұ ╘ ѐ ҂ Ԉ ᶑ ̆ Ҿ Ȃ 
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4.5  SQL ὡ   

 HuaTech   URL ̆ SQL ὡὯ

ꜛ̆ӱ ὁ ╘ ⁮ SQL ὡ  Ȃ 

4.6    

 HuaTech   Ἴ ꜛ ‡ רּ ̆ Ԉῆ

ꜛѐ   Ὧ ̆ӱ ᶑ WEB ╘ ὤȂ 

4.7  SSL ╖  

 ӭ̆ ‍ ὤ ᴳ HTTPS ᶑ ᶕ ᶑ Ȃ ̆SSL ҩ ⁮ ╗

̆ ╟ ӊ а Ȃѝҩ ̆HuaTech

  Ԉ SSL ὤ ̆ ̆Ԉᵳ Ȃ 

4.8  ╘   

HuaTech   ᵏ ╘  ╖ ̆ ⁸ TCP

⁸ ╘   ╘ Ȃ 

4.9  ╖  

HuaTech   ᵏ ╖ ̆ӱ

Ȃч ֒ Ὧ‍ѝў ӱ ̆ ў ᴐ ̆ӱ ұ ў ᴐ ̆

ᾃ ᶑ ᴐ ў Ȃ ў а ╒ ᴐ ̆ӱ

ў ᴐ̆ Ȃ ў ὡ ̆ў

ᾃ ᶑ ᴐ̆ӱ ‡‎ ѝ ̆ ᵚ ў Ȃ 
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4.10  

  ȁ ╟Ԉ ╘ ᶢ ѝ̆ ֶ

ᶕ ӊ ̆ꜛ ὤҮ֒ ўᴇȁ ᴇȁ ȁ ᾃ Ȃ Э

̆ У ̆ ᵏ ‍ ȁ ẏᶑ Ȃ Ԉ

ṁ Ȃ 

4.11 ╘ ѐ  

HuaTech ᵏҩ У ὤ ̆ᴐѝ ╘ ѐ ̆ ѐ

╘ У ȁ У ̆ ᶕ У ẏȁ У‍ ̆ ᴇ

ὤ ̆ ᶑ ╘ ὤȂ У ὤ Ԉ ѐ

֒   ̆ὲ╖ ꜛ ̔ ֒ Ю ȁ ֒ ȁ ֒

  Ȃ 
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5. HuaTech  

5.1 ұ ᴐ ᾃ ὤ╗  

 ╘ ὤ╗ ᴐ ұ ᴐ ᾃ ̆ ᴐ ѐ ╟ ╟ ὤ

╟ Э ╟ ᶑ ̆ӱ ҩ ̆ ҩ ὤ Ȃ ѐ

֒ᶑ ȁ ⁸ ὤ ӱ ᴐ ᾃ Ȃ ֒ ѐ Ἴ Ὧ

ὤᶑ Ȃ ὤ ᴐ У ╗ ̆ ὤ ̆ ὤ ⁸

Ȃ Ю ̔ 

 

5.1̔Ἴ ᾃ ╗  

ӊ бЭ Ὧ ὤ ҩѝ ֒ ᵏ ⁸ ⁸ȁԈ

Ԉ Ὧ з ѝὯ ⁸ ᶑ ̆ṁ⁮ľ

ᴇ ĿȂ ѐ ╘ ̆ ᾃ עִ ̆ ҩ

ᴐ Ԉ Ṍ Ȃ 

5.2 ᶕ ᶕ  

HuaTech ᶕ ̆ ᴐ ȁ Ԇ ⁸ ѐ̆

ЮУ Ԇ ╗Ԉ ̆ ᶕ ּ Уэ ὤ ᶕ

Ȃ ″ ̕

″ ᶕ ̆ а ╟Ȃ ᴳ ѐ У


