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typedef struct tagUser_Info
{

A&
M &6, HHEERIR
PSR, T AR AT P B 4 2 AR 2
CAAR O, T DM A 2 A 44 A AR ie A5 2
e T EREE A E V5 ARk
e T AR B BRI K Z A
FRE T ARG TS, R B IR L g S AT R O
I H &

2
3
4
5
6
7

BYTE *
UINT32
BYTE *

RootCert;
RootCertLen;
UserCert;

UINT32
BYTE *
UINT32
BYTE

BYTE *
UINT32
BYTE *
UINT32
BYTE

} User_Info;

UserCertLen;
UserSigKey;
UserSigKeyLen;
EncAlgID;
WorkKey;
WorkKeyLen;
UserEncKey;
UserEncKeyLen;
Reserved [256];
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EncAlgID KPR N2 FIEAR IR
WorkKey B RBG— WIS FR N2 55 4
WorkKeyLen ERBG WIS RINE B HKE
UserEncKey FH P FAAE SRR N 2 25 4
UserEncKeyLen P RA SRR % H K
Reserved TR 7B

B.3.3 EHZREHRIEHIER

typedef struct SubjectLabel

{
UINT32 SubNameLength;
BYTE * sSubName;
UINT32 GroupNameLength;
BYTE * sGroupName;
BYTE ConfLevel;
BYTE InteLevel;
BYTE  SecClass[8];
BYTE  SubType;

}Sub_Label;

TR RPRICH R FBRINEE B. 10 FR.

#*B.10 EHFREFICIIFRFER

TR fiERE

SubNameLength ERLKE

sSubName B

GroupNameLength FRATEHLFRKE

sGroupName F AR TS AR

ConfLevel T AR EAR R PR A

Intelevel P T AR R AR S R 1 2 )

SeeCluse FoREAPTRIOTEWS, 3L 64 A7, 8 frARiR—MulE, SILATIARIN 8 AN ul,
N i BURAE T I 31 IR AT

SubType FOR TR, MR TR LZEEIHA . REEMA . oWt i, Filk
PR BRI

B.3.4 EAZREHFCEHIR
typedef struct ObjectLabel

{

UINT32 ObjNameLength;
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BYTE * sObjName;
BYTE ConfLevel;
BYTE InteLevel;
BYTE  SecClass[8];
BYTE  ObjType;
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} Obj_Label;

F R A bRL IR T BB RN B. 11 R,

#zB. 11 EBAZREIRICIIFRFER

TR e

Ob jNameLength FARZKE

sOb jName EIR LR

ConfLevel FFARIR AR DR A

Intelevel P T AR R AR I e 8 1 2 )

SecClass FoRFRPRINES, 3% 64 A7, 8 fLARIR—ulE, SILHIARIR 8 A,
N S AR AR 0 20l A UK FEATR

0b Type FORBMEA, MERMETRRG M HI SO WIS, W3k &
Gilk S5 BB S, AR AR R E I E R

B.3.5 BFifialzHIFIE
typedef struct DAC_List

{

UINT32 SubNamelength;
BYTE * sSubName;
UINT32 ObjNameLength;
BYTE * sObjName;
BYTE  OperateType;

} DAC_Label;

H =5 7 A 42 1l 51 3R 7 B R AR B. 12 iR

*B.12 BEIHENEFITIRFR

TR iR
SubNameLength FRAKE
sSubName FiaAEFARAH
Ob jNameLength FARZKE
sOb jName B
OperateType B, GFREIE. T8, 3. 5. B T, BRI

B.3.6 RAFHRKRIETIR
typedef struct tagPriviledge_List

{
UINT32

SubNameLength;

BYTE * sSubName;

UINT32 ObjNameLength;

BYTE * sObjName;
BYTE  OperateType;

UINT32 AuthOwnerNamelength;
BYTE * sAuthOwnerName;
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} PRIV_Label;

o) B 1) 2R 7 BUPRE SR B. 13 P
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TR iR
SubNameLength FRAKE
sSubName ERE A ER V=R
Ob jNameLength FARZKE
sOb jName B
OperateType B, GBI, 1797, 3. 5. B T, EAMMERSE
AuthOwnerNameLength | #ZHE P EKE
SauthOwnerName BRER P4

B.3.7 EITRERTIR
typedef struct auditpolicytime

{
BYTE Year[4];
BYTE Month[2];
BYTE Day[2];
BYTE Hour[2];
BYTE Min[2];
BYTE Sec[2];
BYTE  Week[2];

} APTIME;

typedef struct tagAUDIT_POLICY_TERM

{
UINT16 NodelD;
UINT16 iType;
UINT16 Bret;
SHORT IsOn;

APTIME BeginTime;

APTIME EndTime;

UINT32 Reserved;
}AUDIT _POLICY_TERM,*PAUDIT_POLICY_TERM;
B TSNS B R T BB IN L B. 14 IR

& B 14 HITERMIIKRFR

TBA e
NodeID TR 1D 5
iType WA, 2851
Bret o7, BT RRRIET N, BT RIS R LR
IsOn BT 0: off;  1: on
BeginTime LT AG T [A]
EndTime HTH S A [E]
Reserved IREFE

B.3.8 ®itidR

typedef struct audit_label
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BYTE Name[21];
BYTE ConfLevel;
BYTE InteLevel;
BYTE SecClass[8];
BYTE  Type;
JALABEL, *PALABEL;
typedef struct tagAudit_Record
{
UINT16 NodelD;
UINT16 iType;
UINT32 Time;
ALABEL SubLabel;
ALABEL ObjLabel;
UINT16 Bret;
Byte Reserved|[6];
} Audit_Record;
O BURRE IR B. 15 PR,
#*B.15 ®WINIRFH

TR R
NodeID AT
iType FERA, QISR N B B AT A
Time AR AR
SubLabel FAF I R R 2 ARl
Ob jLabel FAEXT R A 2 A bR
Bret HIFBRAEAT N SR LR
Reserved TR
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GB/T XXXXX—XXXX

[1]
[2]
[3]
[4]
(5]
(6]
[7]
(8]
[9]

GB/T
GB/T
GB/T
GB/T
GB/T
GB/T
GB/T
GB/T

[10] GB/T
[11] GB/T
[12] GA/T
[13] GA/T
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20269-2006
20270-2006
20271-2006
20272-2006
20273-2006
20282-2006
21028-2007
21052-2007
22239-2008
22240-2008

S22 3Rk

NET[2007] 435 (EEREERRIEHING

B RZEHAR
B RZEHAR
B RZERAR
(EESS et % N
B RZERAR
B R ZERAR
B RZERAR
FRZAERAR
FRZAERAR

BRAGLAEHER

0 2% FE il 2 A BOR 25K

5 R ARG R AETURER
BAE ARG L TR EDR

B e B B ARG LA TORER
FRAG A TIE IR
5% & 2 AR EOR

EE ARG LR ER

G R AR LEER R IEA TR

A RAGUEFRIRI E LG
709-2007 fEEZERAR FEERGLEFHRRS LAY
711-2007 fEREZETAR MR RG L EEH Y B BOR R
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